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@ HACKTHEBOX

CRISIS CONTROL

Operation
Secure Vote

Entity Type
United States of Luminthia (USL) Host Nation
Hack The Box Security Services (HTBSS) MSSP
Ruvansk Aggressor

Synopsis

You have been enlisted as a contractor for HTBSS, a leading
Managed Security Service Provider (MSSP) based in the
bustling tech hub of the United States of Luminthia. The
nation thrives on its interconnected systems, making it a
prime target for cyber threats. Your mission is critical:
ensure the confidentiality, integrity, and availability of these
vital systems during the political elections round.

As a key player in this high-stakes environment, you'll join a
diverse team of specialists, each assuming roles that
leverage their unique backgrounds and skills. Together, you
will navigate a series of escalating cyber incidents, testing
your ability to respond under pressure.

Key Phases

Operation SOC
Operations

Election Crisis Aggressor
Monitoring Support Threat Secure
Vote

Cybersecurity Objectives

Continuous Timely Detection Tools Utilization &
Monitoring & Response Host Management
Use of advanced Deploy rapid Maintain systems
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